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Anger Growing
Among Allies

On U.S. Spying

Merkel Calls Obama in
Fallout Over N.S.A.

By ALISON SMALE

BERLIN — The diplomatic fall-
out from the documents harvest-
ed by the former National Securi-
ty Agency contractor Edward J.
Snowden intensified on Wednes-
day, with one of the United
States’ closest allies, Germany,
announcing that its leader had
angrily called President Obama
seeking reassurance that her
cellphone was not the target of an
fAmerican intelligence tap.

Washington hastily pledged
that the German chancellor, An-
igela Merkel, leader of Europe’s
most powerful economy, was not
the target of current surveillance
and would not be in the future,
while conspicuously saying noth-
ing about the past. After a similar
furor with France, the call was
the second time in 48 hours that
the president found himself on
the phone with a close European
ally to argue that the unceasing
revelations of invasive American
intelligence gathering should not
undermine decades of hard-won
trans-Atlantic trust.

Both episodes illustrated the
diplomatic challenge to the Unit-
ed States posed by the cache of
documents that Mr. Snowden
handed to the journalist Glenn
Greenwald. Last week, Mr.
Greenwald concluded a deal with
the eBay founder Pierre Omidyar
to build a new media platform
that aims in part to publicize oth-
er revelations from the data Mr.
Greenwald now possesses.

The damage to core American
relationships continues to mount.
Last month, President Dilma
Rausseff of Brazil postponed a
99 visit to the United States af-

Brazilian news media reports

— fed by material from Mr.

Greenwald — that the N.S.A. had

intercepted messages from Ms.
Continued on Page A3

Children born in the Dominican Republic to Haitian parents, whose citizenship is affe

Dominicans of Haitian Descent Cast Into

By RANDAL C. ARCHIBOLD

SANTO DOMINGO, Domini-
can Republic — For generations,
people of Haitian descent have
been an inextricable part of life
here, often looked at with suspi-
cion and dismay, but largely re-
lied on all the same to clean
rooms, build things cheaply and
provide the backbreaking labor
needed on the country’s vast sug-
ar plantations.

Now, intensifying a long and
furious debate over their place in
this society, the nation’s top court
has declared that the children of
undocumented Haitian migrants
— even those born on Dominican
soil decades ago e no longer
entitled to citizenship, throwing
into doubt the status of tens of

thousands of people here who
have never known any other na-
tional identity.

“I am Dominican,” said Ana
Maria Belique, 27, who was born
in the Dominican Republic and
has never lived anywhere else,
but has been unable to register
for college or renew her passport
because her birth certificate was
no longer accepted. “I don’t know
Haiti. 1 don't have family or
friends there. This is my home.”

In a broad order that has re-
verberated across the hemi-
sphere, the court has instructed
the authorities here to audit all of
the nation’s birth records back to
June 1929 to determine who no
longer qualifies for citizenship,
setting off international alarm.

The United Nations high com-
missioner for refugees warned

Thousands
Longer En
to Cltlzer

that the decision I
tens of thousands of
tionality,” while the
ance of Caribbean n:
the Dominican R
sought to join, conc
masses of people
plunged into a cons
gal and administrati*

“It is remarkably
terms of numbers:
made stateless — :
figure,” said Laura B
tracks citizenship is

anger Growing Among Allies on U.S. Surveillance

From Page Al

" ousseff, her aides and the state
|l company, Petrobras. Recently,
1e German newsmagazine Der
piegel, which has said it has a
fack of Snowden documents,
uggested that United States in-
slligence had gained access to
pmmunications to and from
fresident Felipe Calderén of
lcxlco when he was still in of-

orn

Secrelary of State John Kerry
_&d barely landed in France on
r:‘,‘l :unday when the newspaper Le

onde disclosed what it said was

-1e mass surveillance of French
itizens, as well as spying on
rench diplomats. Furious, the
rench summoned the United
—tates ambassador, Charles H.
)at  lvkin, and President Francois
lollande expressed “extreme
0 aprobation” for the reported col-
win- sction of 70 million digital com-
wnd  junications from Dec. 10, 2012, to
buy- an. 8, 2013.
ibut ‘In a statement published
nline, James R. Clapper Jr., the
irector of national intelligence,
CUS jsputed some aspects of Le
»d herfonde’s reporting, calling it mis-
ed ading and inaccurate in un-
1ing pecified ways.

He did not address another re-

ort by Le Monde that monitor-

12 by the United States had ex-

:nded to “French diplomatic in-

trests” at the United Nations

nd in Washington. Information

arnered by the N.S.A. played a

gnificant part in a United Na-

ons vote on June 9, 2010, in favor

[ sanctions against Iran, Le

londe said.

Two senior administration offi-
——als — from the State Depart-
tent and the National Security
ouncil — had arrived in Berlin
nly hours before the German
, Evgovernment disclosed n
d the' Yednesday that it had received
sals nspecllled information that Ms.

Uerkel’s cellphone was under

He iy rveillance.
If confirmed, that is “complete-
7 unacceptable,” said her
pokesman, Steffen Seibert. The
ccusations followed Der Spie-
le orels disclosures in June of wide-

Yorkpread American surveillance of
ariesierman communications, which
s forruck an especially unsettling
stershord in a country scarred by the
tes jeillance undertaken by Nazi

¥ '('ummumsi governments in
me & past.
ican€ Mr. Seibert quoted the chancel-
&, nodr, who was raised in Communist
ast German telling Mr.

Telissa Eddy contributed report-

1g from Berlin, Dan Bilefsky
aboufom Paris, and Jackie Calmes
fossilom Washington.

affili-

TOBIAS SCHWARZ/REUTERS

Chancellor Angela Merkel was aszun:d that the United States was not i terLeplmg her calls.

Obama that “between close
friends and partners, which the
Federal Republic of Germany
and the United States of America
have been for decades, there
should be no such surveillance of
the communications of a head of
government.”

“That would be a grave breach
of trust,” ibert quoted her
as saying. “Such practices must
cease immediately.”

The government statement did
not disclose the source or nature
of its suspicions. But Der Spiegel
said on its Web site that Ms. Mer-
kel acted after it submitted a re-
porting inquiry to the govern-
ment. “Apparently, after an ex-
amination by the Federal Intelli-
gence Service and the Federal
Office for Security in Information
Technology, the government
found sufficient plausible
grounds to confront the U.S. gov-
ernment,” Der Spiegel wrote.

ARD, Germany's premier state
television channel, said without
naming its sources that the sup-
posed monitoring had targeted
Ms. Merkel's official cellphone,
not her private one.

About an hour after the news
broke in Berlin, Jay Carney, the
White House spokesman, ap-
peared before news media in
Washington, reporting the Oba-
ma-Merkel phone call and saying
that “the president assured the
chancellor that the United States
is not monitoring, and will not
monitor, the communications of
the chancellor.”

Mr. Obama pledged, as he had
to Mr. Hollande, and to Mexico
and Brazil, that intelligence oper-
ations were under scrutiny and
that he was aware of the need to
balance security against privacy.

The first disclosures from Der
Spiegel in June almost soured the
long-planned meeting between
Mr. Obama and Ms. Merkel in her
capital, which the president vis-
ited as a candidate in 2008, deliv-
ering a speech before an estimat-
ed 200,000 people.

In June, there were far fewer,
carefully screened and invited
Germans and Americans on hand
to hear Mr. Obama at the Bran-
denburg Gate, the symbol of Ber-
lin’s unity and freedom since the
Berlin Wall fell in 1989,

Shortly beforehand, Mr. Oba-
ma and Ms. Merkel stood side by
side in her chancellery, fielding
questions about American sur-
veillance of foreigners' phone
and e-mail traffic. Pressed per-
sonally by Ms. Merkel, the presi-
dent said that terrorist threats in
Germany were among those
foiled by intelligence operations
around the world, and Ms. Mer-
kel concurred.

Senior intelligence officials
have since made plain that co-
operation between the United
States and Germany in the field
is essential to tracking what they
view as potential terrorist

But if indeed American intelli-
gence was listening to Ms. Mer-
kel’s phone, or registering calls

whao

made and received, the trust be-
tween Berlin and Washington
could be severely damaged.
Since June, even senior officials
in the German government have
voiced more caution about co-
operating with the United States,
and wondered in private about
the extent to which any informa-
tion gleaned was shared with, for
example, business rivals of Ger-
man companies.

The German government said
it had been assured that German
laws were not broken, but the is-
sue remains politically fragile.

In July, Ms. Merkel joked with
television interviewers asking
about the situation, “I know of no
case where I was listened to.”

At a separate news conference
that month, she signaled on a
more serious note that she un-
derstood the importance, for all
Western allies, of collecting intel-
ligence. But she also emphasized
that German or European laws
should not be violated.

The alarm of Americans —
and, indeed, their allies — after
the attacks of Sept. 11, 2001, was
understandable, Ms. Merkel said
then, but “the aim does not justi-
fy the means. Not everything
which is technically doable
should be done. The question of
relative means must always be
answered: What relation is there
between the danger and the
means we choose, also and espe-
cially with regard to preserving
the basic rights contained in our
Basic Law?”

\wJrownings Put Mtgratton at Fore of European Meetmg
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Allegation of U.S. Spying on

By DAVID E. SANGER
and MARK MAZZETTI

WASHINGTON — The angry
allegation by the German gov-
ernment that the National Securi-
ty Agency monitored the cell-
phone of Chancellor Angela Mer-
kel may force President Obama
into making a choice he has
avoided for years: whether to
continue the age-old game of spy-
ing on America’s friends and risk
undercutting cooperation with
important partners in tracking
terrorists, managing the global
economy and slowing Iran’s nu-
clear program.

The pressure to make such a
choice builds each day, as some
of the United States’ closest allies
have demanded explanations
from Washington after similar
disclosures about the breadth
and sophistication of American
electronic spying. Inside the ad-
ministration it has touched off be-

ind-the-scenes  recriminations
between the White House and the
intelligence agencies over how
much detail was given to White
House officials about which
world leaders are being moni-
tored.
“This was colossally bad judg-
ment — doing something because
you can, instead of asking if you
should,” said one career Ameri-
can official with long experience
in Europe. A senior administra-
tion official declined to say what
Mr. Obama knew or did not know
about monitoring of Ms. Merkel's
phone, but said the president
“doesn’t think we are in the right
place.”

The tension with Germany
built last week after German offi-
cials were given evidence of the
cellphone monitoring by Der
Spiegel, the German weekly
newsmagazine. The first protests
to Washington came in an angry
phone call to Susan E. Rice, the
president’s national security ad-
viser, from her German counter-
part, Christoph Heusgen.

puring the call, according to

Pressure builds as
allies demand
explanations.

German officials, Ms. Rice insist-
ed that Mr. Obama did not know
about the monitoring of Ms. Mer-
kel’s phone, and said it was not
currently happening, and would
not in the future. But according to
American officials familiar with
the call, Ms. Rice would not ac-
knowledge that the monitoring
took place, even though she did
not dispute the evidence the Ger-
mans had provided to her, which
stretched back into the adminis-
tration of President George W.
Bush.

If Ms. Rice’s contention that
the president was unaware of the
monitoring is correct, it raises
the question of why he was not
alerted — especially after ten-
sions rose earlier this year, fol-
lowing the first revelations by
Edward J. Snowden, the former
N.S.A. contractor, about Ameri-
can spying operations in Germa-
ny. Mr. Obama addressed those
concerns at length during a visit
to Germany.

There is little new in spying
among allies: the oft-quoted line
from Secretary of State Henry L.
Stimson that “Gentlemen do not
read each other’s mail” was bare-
ly true when he uttéred it in 1929,

Chancellor Angela Merkel of Germany,

Thursday. Tension with the United States h:

By ALISON SMALE

BERLIN — Fury over reports that Amer-
jcan intelligence had monitored the cell-
phone of Chancellor Angela Merkel spread
from Germany to much of Europe on Thurs-
day, plunging trans-Atlantic relations to a
low and threatening to recast the United
States and President Obama from friend
and ally to cyberbully.

The subject of American spying dominat-
ed a summit meeting of European Union
leaders in Brussels. Some European offi-
cials suggested stopping or slowing talks
aimed at a broad trade agreement with the
United States. The German foreign min-
ister d the American d
in Berlin — a reproach possibly without
precedent since the German-American alli-
ance was forged after World War IL.

The reports related to Ms. Merkel were
only the latest in days of disclosures about
the extent of the National Security Agen-
cy’s surveillance of American allies. This
week they have included revelations of
American electronic surveillance in France,
and a new report due to be published on Fri-
day by the Italian weekly L’Espresso that
American and British intelligence services
have monitored-and are probably still mon-
itoring Italian telecommunication net-
works.

leaders, espe-

fourth from left in the back row, with ot

the friendship,” he said.

The reports, which originated with docu-
ments that Edward J. Snowden, the former
N.SA. contractor, had harvested and
shared with the journalist Glenn Green-
wald, have coincided uncomfortably with
visits by American officials to European
capitals, sowing discord amid American di-,
plomacy.

They have also threatened to further col-
or European views of the United States at a
time when Mr. Obama has been having
trouble asserting a global agenda. The in-
tensifying diplomatic fallout from the situa-
tion has hurt America’s bonds with friendly
nations from France and Germany to Mex-
ico and Brazil.

At least part of the strong response by
European leaders seemed aimed at contain;
ing the damage the reports have caused to
their own standing at home. In her first
statement on the issue, Ms. Merkel told re-
porters just before the European summit
meeting in Brussels that “spying on friends
— that just doesn't work” Apparently
mindful of criticism in Germany accusing
her of a lackluster response to earlier dis-
closures of the large scale of the American
surveillance, she insisted that she had al-
ways had the interests of citizens, and not
herself,in mind.

She said nothing about what exactly had

from
cially Ms. Merkel and other top German of-
ficials, indicated that trust between the al-
lies had been shattered, and would have to
be rebuilt nearly from the foundations.

“We need the truth now,” Foreign Min-
ister Guido Westerwelle of Germany said in
English after summoning the American am-
bassador, John Emerson, on Thursday. Just
beforehand, Mr. Westerwelle had noted
tartly in German that people who trust each
other do not listen in on each other. “Any-
body who does it anyway really damages

James Kanter contributed reporting from
Brussels.

d her to place an angry call to Mr.
Obama on Wednesday night seeking re-
assurance that her cellphone was not
tapped or monitored. The newsmagazine
Der Spiegel, which since June has made
several disclosures from documents it re-
ceived from Mr. Snowden, said that a rou-
tine inquiry it placed with the government
Jast week had apparently prompted Ger-
man security officials to investigate.
Hans-Christian Stribele, a Green Party
Jawmaker and member of the German Par-
liament’s security committee, said that
what he had heard in a meeting of that com-
mittee on Thursday afternoon convinced
him that the chancellor’s phone had been,

her leaders at a summit meeting in Brussels on
il sinee German officials were given evidence of cellphone monitoring of her.

THIERRY ROGE/EUROPEAN PRESSPHOTO AGENCY

e |

Indignation Over U.S. Spying Spreads in Europe ‘

monitored. In a telephone interview, he de-
clined to discuss details, but noted that the
Americans’ hasty pledge that her phone
was not being monitored, and ‘would not be,
conspicuously lacked a reference to the

past.

Mr. Strobele and many commentators
said Ms. Merkel should have pursued dis-
closures of American spying in the summer.

The chancellor is often seen in public
texting or calling on a cellphone. “It is real-
ly revealing that Merkel reacts energetical-
Iy only now, when she is presumably di-
rectly affected,” wrote Ludwig Greven in an
online editorial for the weekly Die Zeit.
“That should have been her duty when it
was a matter of millions of N.S.A. intrusions
into the private sphere of German citizens.”

Politicians across the spectrum in Europe ‘
were indignant at the apparent violation of
trust and some urged at least a temporary
halt in negotiations on a new trans-Atlantic
deal that would create a trading area of 800
million people and that has been touted as a
guarantor of future prosperity.

“For us, a limit has been reached,” said -
Martin Schulz, president of the European
Parliament. Talks could not be conducted,
he said, when you suspect that the other
side has spied on you in advance to know
your position.

Ordinary citizens shared the elected offi-
cials’ conclusion that the already tarnished
image of the United States had suffered
anew because of the spying, which cuts
deeply in a country with a Nazi and Com- |
munist past. “I have rights guaranteed by
our Constitution that are being trampled by
the Americans;” said Alexander Miller, 37,

a sales manager in Berlin.

Prime Minister Enrico Letta of Italy com-
mented in Brussels on Thursday evening
on the report in L’Espresso that British and
American intelligence agencies had both
monitored Italians’ phone calls and e-mails. |

“It is inconceivable and unacceptable
that there should be acts of espionage of
this type,” he said.

=

and Mr. Stimson himself later
oversaw the breaking of codes
during World War I1.

But the sentiment is particular-
ly potent in the case of a country
like Germany, which has been

critical for a number of American
intelligeice ~ operations. The
BND, Germany’s main intelli-
gence agency, has pursued sus-
pected terrorist cells and was
critical to extracting information

from an Iranian scientist whose
computer hard drive revealed
documents strongly suggesting
Iran was working on the design
of a nuclear warhead. It played a
supporting role in trying to crip-

ple Iran’s nuclear enrichment
program, through the use of a cy-
berweapon.

A spokesman for the director
of national intelligence, James R.
Clapper Jr,, declined to comment

German Leader Puts Obama at Crossroads

about any American discussions
with the Germans about the intel-
ligence relationship between the
two countries.

In the past, Germany has
pushed for an agreement similar
to the understanding that the
United States has with Britain
and three other English-speaking
allies that prohibits spying on
one another.

Until now the Obama adminis-
tration has been loath to broker
such a deal with the Germans,
who have publicly stated their in-
terest in a nonspying pact, partly
because other nations would de-
mand a similar arrangement. But
the revelations of recent days
have so strained relations be-
tween Washington and Berlin
that that calculus appears to be
changing — especially because
American officials have difficulty
making a credible case for what
the United States has to gair
from spying on senior Germar
officials.

In the past, there have beer
questions about what the Unitec
States might gain from entering
into a no-spying pact with the
Germans. Several years ag(
Dennis C. Blair, then the directo
of national intelligence, held dis
cussions with French official
about such an agreement b¢
tween the United States an
France partly because he thougt
such a pact could yield practic:
benefits: it would allow the F.B.
and other counterintelligence o
ganizations to shift the few r
sources used in trying to hui
down French spies inside th
United States to more productit
assignments.

Mr. Blair made the propos
despite the fact that the Frent
are believed to have had an &
tive program of industrial espi
nage inside the United Statc
working  vigorously to st
American technological secre
And current and former Ame
can intelligence officials said tt
the Germans are far less aggr«
sive inside the United States th
the French.

Administration officials say t
National Security Agency, in
push to build a global data-ga
ering network that can reach il
any country, has rarely weigh
the long-term political costs
some of its operations. Whes
to make those kinds of recipi«
agreements with allies is am¢
the questions two different
ministration reviews of N.f
spying practices hope to addre

One is being run inside the
tional Security Council. Anot
is under way by five member
an outside review panel cre:
by Mr. Obama after the dis
sures by Mr. Snowden.

Among its members are R
ard A. Clarke, who served in
Clinton and both Bush admi
trations and has become an
pert on cyberconflict; Micha
Morell, a former deputy dire
of the C.LA.; and Cass Suns
who ran the office of Informe
and Regulatory Affairs in
Obama White House before
turning to Harvard Law Scho

Two leading legal acade
are also members: Peter S)
an expert in privacy lawd
Geoffrey R. Stone, a constitu
al law expert and former de:
the University of Chicago
School, where Mr. Obama tat

The advisers are looking
range of issues, from the
lection of “metadata” abou
calls and Web searches con
ed by Americans to the su
lance of allies and their leade

v ey Sy
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ught Between Sudans,
gion Tries to Pick Side

ted Area Votes on a Country to Call Home

ISMA'IL KUSHKUSH
INICHOLAS KULISH
UM, Sudan — Residents of
d Abyei region, on the bor-
&n and South Sudan, began
a referendum Sunday on

peaceful and organized. with people
ating patiently in line for their
chance to vote.
Much of the tension over the referen-
dum turns on who qualifies as a resi-
dent of Abyel, and thus a voter. The Af-

Mry 0 be part of. Though

rican Union does not regard the Mis.

was largely symbolic, and  3€fiya as residents because they are in

theavily one-sided, it could  APYel only during the dry season.
rais “Legally, 1o value, since
further conflict ™St of the engaged parties have de-
violence. cided not Lo recognize i,” said Al-Tayib

in limbo for more &
ars since South Sudan 50x from the University of Khartoum,
. and as a resulr  BUt Politically, he said, it will have con-
and South  Sequences.

Elements of both ethnic groy
heavily armed; clashes between them
were especially severe in 2008, leaving
hundreds of casualties. Analysts say
the referendum could prompt renewed
violence.
can cause more tension betwee:
the Ngok Dinka and the M]\.\'n\:."‘

gh
ly 125 miles long, has
e o

0is shared uneasily by two
25: the more-settled

it

& who have links to the
#xpected to vote in favor of
b Sudan. The Misseriya
€ross in and out of the dis.

ar that if
th Sudan their move-
€ restricted and their way
sned — but they were not
take part in the referen:

8 0 spokesman for the
mdum High Committee,
ted the vote, told The As
s that there would be
voting. “This was a spe-
a historic moment,” he
s like crowning the histo-
uggle of the people of

my people so deter-
alts are expected on

escribed the balloting as

ush reported from Khar
tnd Nicholas Kulish from
atic Republic of Congo,

Meets DoécidEne fav Coilinatis - gt

T NEW YouR TS

Mr. Zainalabdin said, “who could take
up arms and fight on their own despite
the Sudanese government.”

On Sunday, the African Union ac-
cused the Sudanese government of
preventing its delegation from visiting
the disputed area, expressing *its deep
disappointment.” It said that “Sudan
must refrain from ts work
and extend full cooperation in support
of the African Union’s efforts to man-
age and resolve the situation in Abyei*

ries have str
find footing since South smm
1wo years ago. The Sudanese capital,
Khartoum, was rocked by protests last
month after the government, trying to
make up for the loss of oil revenue
when South Sudan broke away,
stopped subsidizing gasoline, nearly

Women waited to vote on Sunday. The vote could hold real

EheNework Times

People cast their votes af an aban.
doned school in the Abyhi region,
on the border between Slidan and
South Sudan, on Sunday. The area,
which is plagued by violdnce, has
been in limbo for more than two
years since South Sudanfclaimed
independence, and has kbpt the
roughly 1,250-mile borddr between
the countries from being fettled.

doubling its price at a strokd,

South Sudan has tried o build a
modern state after decadespof fighting
But with little infrastructude, high in
fant mortality rates and dkhnic divi
sions, the challenge has prbved enor-
mous.

President Omar Hassan &-Bashir of
Sudan and President Saa K
South Sudan met last week |

ve grown

m-;: un;:n:mrmmu ity is not

the Rev. Biorg Kuol, a
Catholic priest in Abyei, in a jeiephone
interview. He said be had vofed to join
South Sudan because people there
were suffering and the pland for local
administration were taking tdo long to

iplement.

imy

“It s not the right of Khaftoum or
Juba” to decide the region's churse, he
said, "but the right of the Ngolf Dinka
Council
expressed “grave concern spout the
highly volatile situation in Abfei area”
on Thursday lled 0n bith sides

€S to refrain {rom actions thit could

in Abyei
Ol fields in the 4,000-square}mile re-
gion once provided an importaht share.
of Sudan's oil exports and hav been a
tension between the two
Abyei

Much of the region is swag
scrub brush, but there s also foveted
pastureland, and a river that
ethnic groups cannot agree

in the volatile region, though residents described the balloting as peacefyl

name.
Arab, and the Ngok Dinka the K}

Dates to 02
This artice s by Allson Smale, Mell
sa Eddy and David E. Sanger,
BERLIN — New details about!
monitoring of Chancellor Angela: m‘
kel’s celiphone by the National Sectfié
Agency further stoked the German
ernment’s anger on Sunday and
tWo questions: Why did
States target her a
why did it take five y
administration to put a halt -
vellance? e o 1O R
The latest_roun

id of recriminations
came after Der Spiegel, the Gefiniin
newsmagazine, published details from
what it described as an entry from @
N se, apparently from the
trove of documents downloaded by Ed-
ward J. Snowden, the former N.5.A. cat
tractor who is now in temporary asylum
in Moscow

The database entry, according (o Der
Spiegel and outside experts, seemed (o
indicate that the request to monitor ber
cellphone began in 2002 But the docy-
ment refers (0 her as “chancellor,”a po-
sition she has held only since late 2005,
That seems to suggest the database ef
try had been updated.

The authenticity of the documest
could not be independently confirm
But the German intellige
believe it to be real, and in conversa
tions between Susan E. Rice, the -
tional security adviser, and her Germay
counterpart, Ms. Rice made no effortt
question the evidence, even while g |
clining to confirm that Ms. Merkefs§
cellphone was ever monitored, accord-
ing to both American and German off
clals ¥
Der Spiegel also reported that e
monitoring operation was run from the
United States Embassy in the heart o §
Berlin, right by the Brandenburg Gate
Where President Obama spoke duri
visit here last June. He also spoke ab.
a mile from the gate during a now
famous campaign appearance in 200

As new details emerge, the

U.S. strives for a way to

handle the reports,
i

On his latest trip; with the Snowden doc
timents already eaking out, be prom
i a full review of American
its alljes d T

The administration has scemed u
certain about how to handile the reports
concerning Ms. Merkel, who has en
Joyed a close rapport with Mr. Obam
and has provided critical intelligence on
Al Qaeda and on fran's nuclear pro
fram Lt week the White House stuegg
o carefully scripted talking points, s
ing Ms. Merkel was not currently beits
monitored and would not be in the fu
ture, but refused to say anything abou:
the past. %
2 That changed on Sunday, when the &
N. Issued a statement to deny ap-
other German news media report, pub
lished in Bild am Sonntag, that said Mr
Obama had been briefed on the survel
lance of Ms. Merkel in 2010 by Gen
Keith Alexander, the head of the N.SA
and of the United States Cyber Com-
mand. The report contradicted assur
ances given privately to the German au.
thorities by Ms. Rice that Mr. Obaum
was unaware of any su

'I;hr“:'S A. statement said that
eral Alexander did not discuss wi
President Obama in 2010 ah alleged for
€ign intelligence operation involving
German Chance nor has e
ever discussed alleged operations n

Continued o Page AS
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As German Anger Deepens, Data Suggests Push to Spy on Merkel Began in ’0

From Page Ad
volving Chancellor Merkel. News
reports claiming otherwise are
not true.*
A. statement did not
question the validity of the data-

Christian Democratic Party. Nor
did it shed light on why Ms. Mer
kel, a rare stalwart supporter in
Europe of the Bush administra
tion's plans (o invade Iraq, was
chosen for surveillance.

On Sunday evening a senior
administration official said of the
spying on allies that the White
House believed that *its not that
the NSA. or the intelligence
community were going rogue or

Alison Smale and Melissa Eddy
reported from Berlin, and David
E. Sanger from Washington. Bri
an Knowlion contributed report.
ing from Washington.

operating out of bounds” But the
official added that two reviews of
NSA. practices ordered by Mr

Obama are “to ensure that the in

telligence community is getting
the appropriate guidance from
policy makers.”

The Obama administration has
said as little as possible about the
reports of the operation against
Ms. Merkel, seemingly in hopes it
will blow over. But the recent dis

clals, saying they could not dis-
cuss classified intelligence mat-
ters, have been trying

Fifst among them is why M.
Obama, by White House and
N.SA. accounts, was not made
aware of the surveillance of a
close ally. American officiais
have said that while the presi

At approves major operations
for the intelligence agencies, he
does not get nvolved in the se-
lection of targets. *T think this

MEMO FROM BRITAIN

Just wasn't on the White House
radar,® said one administration
official familiar with internal dis-
cussions of the subject.

But given the delicacy of the
subject — and previous German
protests about other forms of sur-
veillance — it is unclear why
General Alexander or James R
Clapper Jr,, the director of na-
tional ntelligence, would not
have informed Mr. Obama as
soon as the phone taps were di
closed. The White House has nev-
er said when any operations
against Ms. Merkel ended, but
the database entry published by
Der Spiegel appeared (o be cur
rent earfier this year. The Wall
Street Journal reported late on
Sunday that the NSA. program
that was used to spy on a number
of world leaders ended over the
summer.

Even if Mr. Obama was un.

ident's Daily Brief, the intelli-

British Tabloids on Iriat,

Along With Ex

By STEVEN ERLANGER
and STEPHEN CASTLE
LONDON — The ethics of the
once mighty and still powerful
aper industry go on
trial bere on Monday, with two
former top editors from Rupert
Murdoch’s media empire facing
criminal accusations involving
phone hacking and obstructing
justice.
‘The case features one of M.
Murdoch's favorites, Rebekah
Brooks, and another editor who
became a top aide to Prime Min-
Ister David Cameron, Andy Coul

Editors

toxic web of criminal practices by
the news media, including com-
puter hacking and bribery of po-
e officials

“The ethics of the whole of the
British press are again in the
spotlight” with this trial, said Bri-
an Catheart, a former newspaper
deputy editor and director of

H cganization cam-
paigning for media reform and
tighter regulation. Britain has
had years of media “intrusion
into peoples' lives without a pub-
lic interest — of distortion, of bul-
lying, even blackmailing,” b
said, as well as other il

son.
aggressive and detailed, with the
potential for yet more revelations
‘about the inner workings of the
‘competitive world of British tab-

I
under false pretenses, known
here as “blagging.”

Judge Leveson proposed regu

Ioid journalism and its tangled re-

gence assessment of glot
ren each

s aides receive far more de-
tailed accounts of intercepts in

inders of intelligence
ts.

In the United States, Repre-
sentative Mike Rogers, a Michi-
gan_ Republican, vigorously de-
fended

ties in Europe,
much of the anger
flowed from a misundes

program, particularly regarding
France, but also Germany, had
been badly misrepresented and
that it was designed to protect
them and other countries from
the threat of terrorist aitacks.
Reporters who had seen an
NSA. slide concluded incorrect-
ly that the agency had monitored
70 million French phone calls, he

bal said, adding that reports of the
m

nonitoring of Ms. Merkel's cell
phone were also incomplete. He
did ot elaborate.

The extent of the German
news coverage reflected how
deeply anger and a feeling of de-
ception had penetrated

last week to place an indignant
call to Mr. Obama. She has saj
that trust must be restored, and
that words will not be enough.

Ms. Merkel has come under
fire at home for failing to act vig-
orously when Der Spiegel first re-
ported massive surveillance of
German data in June. At the time

r. Obama’s visit, she con
curred with him that the intelli-
gence operations had prevented
terrorist acts in Germany, Senior
officials of her govergment later
declared the affair over after vis:
iting Washington in August and
gaining what they said were re.
peated assurances that no Ger-

man laws had been broken:
“The Germans and the Fy
have said they will
intelligence officials t0 Wa
ton this week to work on a
spy" accord — or another ac
that regulates spying bt

ris
officials have said they will

mand further confirmation
he US.

ber of M.
drich's party, the Christian So
Ution, the Bavarian sister p:
to Ms. Merkel’s Christian Den)
rats, called for trans. An.ms""'"
trade talks between the Unith
es and the European Uniorigad Europd
be suspended. fcincel the
wments —
384 billion a|

™
sult

fof smaller nur
1

” 3
A fients or
Rebekah Brooks, left, with her husband, Charlie Brooks, and Andy Coulson, right, leaving court in June in London. Ms. Brookgarters

and Mr. Coulson, both facing trial, were powerful journalists whose influence extended deep into the political world of Britain.

journalism at the University of
Kent, said, *What the trial will
is10 refocus public attention on
the fact that the new system of
regulation has been recommend-
edand we don't have it

Both Ms. Brooks and M. Coul
son were powerful journalists

tor and top Murdoch executive,
was on friendly terms with Mr.
Cameron — a school chum of by
husband, Charlie Brooks, from
his Eton days — lending him
horses to ride in the country, see-
ing him socially and sometimes.
exchanging lext messages.
Other’ and reporters

and law-enforcement offcials.
The trial, in which all the de-

regula-
tion quickly brings concern that
Britain's press freedoms, a tradi

momentum ud“:’;;'md-u

could be

atrisk. So far, politicians have

into the political world. After edit

ing The News of the World tab-

oid — which Mr. Murdoch even
ly closed in an effort to stem

no
‘clear resols

lution.
“Tim Luckhurst, a former news-
professor of

paper editor and

reporting tar-
gets — Mr. Coulson became Mr.
Cameron's communications
rector. Ms. Brooks, a f

om Mr. Murdoch's group are
prominent among the 62 journal
ists who have been arrested in

is not one of interference — it is
ane of subservience,” he said.
Politicians “have been too indul-
gent to the press because of the
pressure they can bring to bear
at election time, when they can
shaft you or promote you

The scandals are believed to
have harmed Mr. Murdoch's once
dominant influence in Britain and
helped the rise of the conser
tive tabloid The Daily Mail, which

dways denlod

ple p
cluding some from other news
groups.

“This is hardly the first scandal
surrounding the British news me

in and its methods. As | 0

5 1989, David Mellor, a Con:

cabinet m

ags

ng phone
hackin

‘The Daily Mail recently pro-
voked a fierce political dispute by

Phone hacking and
b

ion of justice

Any endurin
esen

directly

spread official surveillance of
ability to overs
it

communications — including
phone hacking
ward.J, Snowden, the former
United States intelligence an:
yst
Regulation, even self-regula: | OfSecurity asst
tion, is fraught in the competitivi® < The senior
world of British newspapering, | like other mili:
Despite reservations among Ma 0 the conditic
Cameron's Conservatives, the | discuss the
three main political parties o { l's — descr
earier this month 1)
plan that would set up a body to; 3
recognize an official regulator,, | and _factional
"The regulator, supposedy inde-- NATO's combx
pendent, could impose fines of uf=
t0 one million pounds, about . Matthew Rose
SL millio reporting fran
But Mr. Cameron did not want stan.

tolegislate press issues, beli

it would cross red fine pro-

g journalistic freedoms. So

restulator will e sraatot s
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Late Edition

Today, mosty sy i, coks
fonly cloudy

fonlght, partly

54, Weather map Is on

$2.50

urricane Sandy, which struck a year ago, left waterlines at Pasanella & Son Vintn

13, top, in the South Street Sea-

erature gauge of a home in Broad Channel, Queens; and at Meade's restaurant, above right, also at the seaport.

ing Hurricane Sandy’s Scars Into Badges of Survival

INFIELD

Rhy this
s, something
at over, some-
ot It stood for
s0ur reminder
wates, unimag;
4 exponential

ant # anymore,

la engagingly
aged whie line

that ran the Jength of the brick
wall inside his wine shop, Pasa-
nella & Son Vintners, in the South
Street Seaport. It was about six
feet above the floor It was going
0 stay right there. The waterline
from Hurricane Sandy

When the East River slammed
into the shop, he lost 10,000 bot
sl of wine. Nasty business for
ot he prefers that the wa-

toran may reserved. 1 gnis |
don't want to erase the past.” he
said. *I feel it's like wrinkles in
your tace. | don't like the Botox

ook

irked. She regards It as “disaster
In fact, he had a pi 2

tourism
As be sces it, Hurricane Sandy,
despite its effrontery, had not
conquered his wine store; he had
conquered i This was b3 narra-
tive of the storm
Forsome ,.ople beuised by the
terline has

20127 He styled it after one on a
building in Florence, Italy, that
noted the height of the horrid
flood of the Arno River in 1966.
He was not entirely happy with
how it came out, though, and has

£0t mounted it yet survival. Most building owners
Customers come, marvel, snap 40d_homeowners have under
pictures line; relatives standably wiped away theirs as
oi they have repaired and rebu
A ontinued on Page A2

U.S. Digrupts
Afghans’ Tack
On Militants

Dispute Oder Courting
of Pakistgn Taliban

By MATTHEW ROSENBERG
KABUL, Afghfnistan — A bun-
gled attempt bylthe Afghan gov
ernment o culfvate a shadowy
ith [flamist militants
escalated. ino

accounts by offcials from both
countries.

The disrupte plan involved
Afghan _ intellighnce trying to
work with the fakistan Taliban,
allies of Al Qaedp, in order to find
a trump card i a baroque re-
glonal power gapme that is likely
to intensify aft
withdrawal ne:
cials said. And
hard feelings
cans caught the

Afghan convoy that was ushering
a senior Pakisn
itant, Latif Mehjud, to Kabul for
 talks last|month, and now
have Mr. Mehsud in custody.
Publicly, the [Afghan govern-
ment has deserbed Mr. Mehsud
as an insurgentJpeac
But according efatghan oficias,
s 0 take re-
venge on the Palfistani military
In the murk fof intrigue and
paranola that dofnunates the rela
tonship betwed
Afghanistan, the
Tog had the
ite complaint of[Afghan officals
is how Pakistan] miltary intell
Rence has sheltefed and nurtured
the Tuliban and]supported their
insurgency agafhst the Afghan
eovermmen
iow, not contft 1o be merely
the target of & ploxy war, the Af-
in government decided to re-
cruit proxies of fis own by seek.
ing to aid the Pakistan Taliban in
their fight againft 's s

carity forces, afcording to A
oficial. AYd they were b be-
progress over
say, Mnrr the
American raid exposed the:
. o
Continued dn Page All

Texas
lejects
on Law

KHOLM
+In Texas on
an important
restrictive pes

+h would have
Serforming the

10 take effec
disruption of
Fexas. It was a
Vrights groups

ate's 36 abor

artly upheld

© act's admit-

Warily, Schools
Watch Students
On the Internet

By SOMINI SENGUPTA
SAN FRANCISCO — For
years, a school principal’s job

Dot creating a ruckus in the hall-
ways or smoking in the bath.
room. Vigilance ended at the
schoolhouse gates.

Now, as students complain,
taunt and sometimes cry out for
help on social media, educat
have more opportunities to mon.
tor students around the
And some schools are turning to
technology to help them. Several
companies offer services to filter

off-campus postings for signs of
danger. For school officials, this
mises new questons  about
whether they shot
Gipline. chiren, Ko

their online outbursts.

The problem has taken on new
urgency with the case of a 12-
year-oid Florida girl who commit

A Robot Ready for Its Close-Up

“The RoboThespian by Engineered Arts Limited duumd to interact with peoy
d too risky ndle. Science Trmea P

in public, un-
e D1

OBAMA MAY BAN
SPYING ON HEADS
OF ALLIED STATES

OFFICIALS OUTLINE PLAN

Response to Furor Over
Monitoring Phone of
German Leader

By MARK LANDLER
and DAVID E- SANGER
WASHINGTON — President
Obama is poised o order the N;

tonal Securiy Ape
cavesdropping on t
American  allies, administration
and congressional officials said
Mondey. respondiog to & deep
ning dipi over re
ports that the agency had for
years targeted the cellphone of
Chancellor Angela Merkel of Ger
The White House informed a
leadin maker,
Senatox Dianoe Feinstein of i

Feinstein, chairwoman
Senmie Ineligence Commitier

said, *1 do not believe the United
Statés should be collecting phone
alls or emails of friendly pres)-

Goa's mucvelence pokcis, nld
her committee wor
“major review of ..n ciigence
collection programs.”

“The White House said Monday
evening that no final decision had
been made on the monitoring of
friendly foreign leaders. But the

nearly unfettered powers.
fect data on tens of millions of
‘around the world, from or-
dinary citizens to beads of state.
ieciaciag tha eads ‘o Draci
and Me
t s 2o likely to prompt
fierce debate on what constitutes
an Protubiting

den, adding that the
yold be completed in Decem.

losure of the Whit
House's proposed acion came af
a

changes in surveillance policy
ned further changes
particalarly in the monitoring of

Continued on Page A9

Ohio Governor Defies G.O.P. With Defense of Social Safety Net

tazy”

2y TRIP GABRIEL e ke S b

LULU“BLS Ohio — In his uuglnm»hu;drmndmnsn
grand Statehouse office beneath  they worked at the W,

ek of Lo, Gow S . B Repeblcan i Con-

tngton Post opinion column mid.

Christie of New Jersey, with &
record of bipartisan support at

and its Tea Party wing by using a
littie-known state board 10 ex:
pand Medicaid to 275,000 poor
Ohioans under President Ob-
ma's health care taw.

Once a loader of the conserva.

UISHED

Denmark had one each, The As-
sociated Press reported. One
Woman was also missing after be.-
ing swept into the surfin France.

ager playing in the storm-driven
surf was swept out to sea, T

1 that brought winds of
4» 0 1S mph ot o
known  weatherman, Michael
Fish, had ridiculed the idea that a
burric on its

in's forecasters pre-
ficted the storm, but the trans.
Poion notoriously

bad at handiing extreme weather
and even mild snow

showers can

aralyze networks.
On Monday, mast train compa.
wes in southern England sus.

Several lines on the Loadon
Underground were also affected,
with train services delayed or in
some cases suspended, and the
Port of Dover closed for three
hours her being lashed by
vindsol 0 mph

falres crippled many
parts of the county. s wasay
a result of networks’ being bro-

0 the capital. Some
fights were canceled, and the

canceled

around 130 flights.

Obama May Ban Spying
n Heads of Allied States

what the United States has with
B ustralia_and

ritain, Canada, A
Bovernment leaders. New Zealand, which are known
The administration will re. s the Five

it to continue col- The United States has histori-
y cally resisted

even with friendly governments,
though it a ar-
rangement with F in

early
ma_administration, [
olfcialy vty s give
Germans,in particuar,  careti
hearing,

ehose actions pased a threat 1o
the United Sta & senior oifict
e crossed wires btween the _ Conition of arom
how the fu. “There
ments you could
tion, limits on intelligence, great-
r transparency. The countries
20 thetop of the it fo those are
European allies.
The National Security Agency
has said it did not inform Mr.

were an indicas

Tor over the NS A+ methods |
testing even the administration
st nders.

eavesdropping on the conversa.
tions of friendly foreign leaders. - o
believes the committee b i e e

avns. O ise SA- o by M, Someser e

was o adoquaiey it o, NSA-
it e e . i 22
and she’s frustrated,” said a com- o cloar tha
i st e, who 153 O acid g ot
on the condition of anonymity. o Sinctel. e public® seld

in ber i, here wee a0 many of ihe i

terceptions were suspended.”

onission
The NS A's documer
e v i Ms.Feinston
Wz cisten s, Merket s case author
woukd be “a majr s operatives

‘numbers she was calln
o fsten in o0 her comversations,
according to current and forr
acministration ofiiais

The White House fas faced
growing outrage in Ge
among. other European- ailies
over its surveillance _policies.
Senoc officials from Ms. Me
he heads of Ger.
ind foreign in-
ligence agencies plan to travel
Washington in 1
days to register their anger.

4 in Washington or shared with
i the White House. Officias s

the s inorm
R o ST ST i o a0t Sy . lorthe compsgsof g
g s Ok o8 bt o ety o N cun e et o s

P8 SRt Sl 1o Mk coraons Bu they  enia e ki o i o o 2 p bk i s Pl |
P —— L1 c hsome oo St ckpbone i ncassiied House et with the Germane
e ns  ha et ded  woul found on a telephone  what the i o smtogs v e

. iy because the NS ha o il exised ony o okpremn o e US. mght er

‘Spain Summons American Ambassador on New Reports of N. 8 A. Spying

By RAPHAEL MINDER

MADRID — The Spanish gov
ernment on Mondsy summoncd the United
the American ambassador to ad. 3 the import
dress allegations that the Nati o e play In protect
% mxuur national security and pro-
' the security of our ailies
it egiimase " provan y con-
Mr. Coste

worries about the surveillance
rograms and said, -Ukimately

ying
» t0s did not discuss the
details of the spying claims, nor

many and Mexi -
s e *“I‘ did the Spanish government aer
gl the meeting, which lasted les
Monday that the agency had

#athered data on phone numbers
and locations but had not mon-
Jored the cotents o the r.llk

After by
oficials, the nmh.\\-.ador Jumr—x
Costos. issued »

Spain, he added, is calling on

German officials are
to have been run from

any
not oy to coliect data about the *"'mu" s P
ut also l‘*"'

mer offic
Viewed. woukd" spean
thowt the decision to target Ma
Merkel, saying

he of Engl

ken by objects such as trees,
branches or road signs blown by
the strong winds.” said Tim P,

580,00 customers ha e pow-
er disrupted at one point during
the storm, though by midday the

cused on her for so lony

In both public comments and
Ger

private interchanges wi
man officials, the Obama admin
istration has
that Ms. Merkel's phone was tar.
geted, though it has said that it is
not the subject of NSA. action ers, on
now, and will not be in the future.

used o confirm

pears to
e been run from inside the

e o the officals and for-
wereinter.
directly

S

telephone call
United States citizens,

“US. Person” the
asencies would need 3 warran
it i

intercepting the calls of foreign.

those interc
lation oflocal law.

of other world leaders

also invoived both inormaties

about the calls and the conversa.
her

Dennis
frst dirscto of nato
gence, declined
Cally Sbou the Merbel fort o
he noted that *in our intelligence

relaionshp with countries ke

percent of our activity is coopera
tive and sharing, and a small pro

portion is about gaining ntefl
hat information ~ gence we ca
was classified. But they said the

s
legal distinction be tveen apging

east of their problems "

true, are improper and unacce;
able between partners
Irendiy countrie A

their [eporing on_documents
wed by G

ing scaodal.

covered intormation relating to
about 60 million Sy
call and was collected between
December and early January,
The spying scandal, which has
strained relations between Wash.

llnnbulmddnwul 10 270,000, Pearson, station director at Dun-
At Dungencss B power s geness
noclear reactors * With thousands unable to ge

shut down automatically after de- 1o nrk"‘ l‘u wedly
brs on incoming powes ines i

gy ot e,
Energy said reactors are
Ilkly shut down .|m| Nation:

Sail are now woriang o re
iy TI

by canceling service before the
nm ¢ Bust had reached Briish

ryone has to act on the ba
sis of the evidence s thy

particularly angry that the United States’ eavesdrog
vesdropping operation appear;
e the American Embassy or somewhere nearit, in the heart of &"i.,.

o calls involving gl addiion 1o the Germans,

and
T

To record the conversation of &
intelligence

ceptable and has eroded
trust between the Urited Sates
and Eun

| — though
pis may be a vio-

That means that the inercepts

Union. “We need to reestablsh
the st between partners. You
selves. don't spy on partnes
Joeaiial

Blair, Mr. Obama's One
intelli-  Kofl
0 speak specify

nd Germany, 90 to 95

ied “confl
m...» uking messarea® o
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Angela Merkel with Edmund Stoiber in 2002, the year when American surveillance on her began, ac .ml.u,. 5 dotabode.

Tap on Merkel Provides a Peek at a Vast Spy Net
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according to
st wee

being monitored.
In testimony to Congress on
ay, the director of national

X

intelligence, James R. Clapper
Jr., gave only the roughest sketch
of the size of the N.SAs surveil
lance program, but suggested
ihat the leader of the United

* most powertul European
a.m was a single fish in a very big

“We're talking about & huge
enterprise here wih thousands
and thousands of individ:

re-

said that the United
aders

what
saying gels with what's
ly going on." and how the
policies of other countries °
pact us across a whole range of
issues”

ing for
answers to some of lh! qoemnm
the administration has been re-
luctant to discuss, and eager to
use the incident to broker a far
closer intelligence-sharing agree-
ment with Washington _that
among other things, would end
e of Its leaders.
Ilwl(moe!lmm(nmlr-
could begin 1o dis-
mantle a system that has grown
‘ever larger, and mare sophisticat-
su-

iweigh the damage if such spying
ibecomes known.

Even after the flood of informa
oo about surveillance opera-
tions made public by Edward J,
[Soowden, the former NS.A. con-
iractor, American officials are
stil outh to speak in detail about

on friendly gov
ernments. But former - officials
with knowledge of the system de-

diplomats — for as many foreign

officla as possible. The con

o the phon
mputer

o lioaraoy uim;, key

words.

“They suck up every phone
number they can in Germany.
said one former intelligenc
cial

e databases are different
from those housing  telephor
“metadata” — information about
phone numbers on each end of a
call and the calls length — 10 find
liks between errorism sus
pects. “Metadata is only valuable
o0 we eyiog o ek che e
tivities of a terrorist

said the former American Inieli

sence official

By comparison, allied leaders
are low-level priorities. In the
“National Intelligence Priorities
Framework.” a matrix approved
by the president and updated
regularly, information on mem.
bers of-Al Qaeda and other ter-
rorst groups, the whercabonuts o

:

o iversaries, like Russia,
China or Iran, or the state of their

ecanomies.
American spy agences deter-
mine how much staffing
sources they can devote to a “tar
ssed on guidelines laid out
In the matrix, and each subject is
sssgned & number from zero 1o
five, with five being the lowest

level.
But as one former intelligence

Bcribed an intelligence apparatus
Irith both a voracious appetite

far and landiine pl)nm mmlbl'h
- ten obtained from Ar

Srale contributed report
and Mark Land- Ja

afficial put it, “even a low-priority
target might be monitored if it's
sasyiode”

s headquarters at
Fon \|m1n Md., analysts pore
anscripts of the phone

over the
cals and wr
secret,”
to_officials
ment. The most intense interest
in the reports is at i
partment, the Treasury, the other
intelligence agenci
tional Security Council, former
officials said.
But there are still limits to how
many of the phone conversations

Building searchable
computer databases
of phone calls.

can be stored, and for how lon,
Some phone conversations are
Kept in the databases for weeks,

eavesdropping information goes.
But former officials have said
that the raw intercepts, if inter.

ven reg:
ularly to Mr. Obama's netional
security advisers
third — and the

Counch oficals with responsibi
ity for

"It may v have jumped out a
them,* said one former official
who knows the process intimate-
Iy, “But it’s the kind of thing
that's hard to miss."

The White House

Obama has

ready assured Ms. Merkel that
she s not being listened o now,
and will not be in the future
though they refuse t0 talk about
the past. The president’s cease-
and-desist order t0 the NSA. is
n ication tha,a east i ber
case, he now believes that the
United States got s beneitcon
analysis wrong

W

during his testimony on Tuesday,
partly 10 point out that the Amer-
ican intelligence services spy
only on the people and places
they are asked to by policy mak-
ers. Mr. Clapper said that Na-
tional Security Council officials
rere aware of the spying on
governments,  without
uknnl)mx bow high up the

32

nes R. Clapper J, right,the director of national itelligence,
ton testified Tuesday about American spying on foreign leaders.

renc)
laud-Belkacem, said

that “the N.SA. directors destas
& .

A spokeswoman
tional Security Councu, Cumn M.
Hayden, said discussions

with the i Wednesday

termine how_the dialog
best proceed.” The German g
ernment has said it will seek an
igreement with some of the same.
clements of the arrangement that
the United with Brit
ain and otber Englith pesking
allies to share data an
from spying on each other.
‘The revelation that the NS.A.

s monitoring Ms. Merkel's
calls has set off a controversy in
ermany.

Helmut Schmidt, the German
chancellor from 1974 1o 1982, told
the weekly Die Zeit he was cer.
tain that Ms. Merkel's calls had
been monitored, but that it was
ipossile o know what secrets
might have been
Mr. Schmkd, wha old the Ger-
man publication that he had al
ys assumed his phove calls
had some ad

ice for Ms. Me
1 adviosthe chancellr 1 re:
main calm.” e said.
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broke up the global diamond car-
tel, starting a new era for the in-
dustry.

Although per-carat prices vary
greatly, overall diamond prices
bave more than doubled,since
2009, ateording index
legh[‘mruwu Inthis new en

ment, Alrosa, which mines
from large and rich gem deposits
in Siberia, hopes o atract pri
vate nvestors, a the oly large
pureplay

B S oty omead
subsdiary of Anglo America, &
diversified mining company en
#aged iy sectors

mpany has a_ unique
;xmlxun on the market” Yevge-
enko,

pla
priced the shares at 35 rubles, or

ung  maustry  aynamics.
*We have lot of hope on India and
China, where the middle class is
growing and will buy diamonds,”
she sa

On the supply side, she added,
the rising costs of mining — the

urels of diesel, the gigantic
trucks and the salaries for the

essary for

tic, which are al nece
finding and extracting the gems
— will prevent the market from
becoming flooded. “The reserves

are declining.” she said.

But mining analysts say that
new technology tends to make
everything that comes out of the
‘ground, whether oil o iron are o
gemst more plentiful, not
hoce scarce. Over time,thy say.
the scarcity
notion, thet undirpins dlamort,

No Action in Congress,
So States Lead the Way
Enacting Privacy Laws

From Page Al

stand to harm their bottom lines
It can be counterproductive to

have multiple states addressing
the same lsave, espacally with
cy, which can be na-

o sk e
i Michaet D. itre chie

vacy counsel at Microsoft, who
added that at times it can create
“burdensome compliance.” For
companies, it helps that state
measures are limited in_their
scope by a federal law that pre-

use of data collected by license
plate readers, which are used
mostly by police to record images

o license plates.
Solliski oog 8 pewent on
ssed

! p-mny s h.\,
three_online bills this
yoar, One gves chikine the ight

publish identifiable nude pictures
online without the subject's per-
mission, and a third requires
contpanies to tell consumers
whether they abide by “do not

vents
interstate commerce.

This year, Texas passed a bill
introduced by Mr. Stickiand that
requires  warrants for  email
searches, while Oklaboma  en

ted & law meant to protect the
privacy of student data. At least
three states proposed measures
 regulate who inherits digital
data, including Facebook pass-
words, when a user dies.

Some of the bils extend to sur-
veillance beyond the web. Eight
states, for example, have passed
g the use of

has advocated such privacy laws.
In Florida, a lawmaker has draft-
ed a bill that would prohibit
hoos from collc ting bometrc
data to verify w ts. fre
unches snd who gets of at which
s siop. Vermont has limite the

rack” signals on

But stiff lobbying efforts were
able 10 stop a so<alled right to
know bill proposed in California
this year that stood to hurt the
online industry. The bill would
have required any business that
“retains @ customer’s personal
information” to share a copy of
that information at the custom-
er's request, as well as disclose
which third parties have received
the information. The practice of
sharing customer data s central
0 digital advertising and to the
large Internet_companies  that

stncas oy
An Alrosa diamond-sorting center in Moscow. Diamond prices have more than doubled since 2009, and Alrosa wants invey

Smaller stones

rice. Alrosa now mines below  ihere was always a chance that _ stercoypes, middie class buyers

mc surisce and ¢ oher, even

emote  open-pit  sites,
which i says highilghts ts point
about rigor and scarcity.

But Sergei Donskoy, a mining
analyst ot Sockid Générale in
Moscow, said, argument
Sugmests that wvecy fiaiog comy

the discovery of a major new de-
posit_ of diamonds could add 10
the global supply.

Analysts' forecasts _suggest
that - diamond _extraction  will
grow at a singledigit pace over
the next decade, which would ap-
proximately balance the expect

underp

Tl Tl of sioose ot
every year are not those that end
up in the crowns of the nobility,”
M. Donskoy said, but rather the
small gems found by the thou-
sands that wind up on the en-
#agement rings of the working:

dance provide most of the
from a diamond mine.
wih s n mind,
Wyndham, the founder
jaied Prices, &, compat
publishes wholesal

pany is subjected to the same ed new demand from a rising class women of the United States
cost pressures as Alrosa,” adding  Asian middle class. Contrary to  and Europe. positive.

Search warrants

tracking cellphon
and limiting dron
are among the la

Several states followed,
day,nearly every stae
breach

hatlandmark law, addin

ternet user's login nas

password to the menu of |
i

State Representatis
ool b
pect’s location. Gov. Jerr

saying it did

e of those surveyed said they

lican, suggested that the lack of S
leared browsiag histoes, del

action was because of lobbying

advocated against iL”
More than a year ago, the

White House proposed a consum-  efforts from “special interests™ ed social media post e betw
er privacy bil of rights, but Con- o Capitol Hill twalnecworks (0 coacas that 1 nd the
ress has not yet taken on the SoMr. Zolnikov 100k upthe pri- ~ternet Protocol addresses — and _John Pezold, a Republi

vacy issue in his state house: a few even said they used Tesmuiaivy s Gesegle; 4

legislation. And a up-
date to the 27-year-old Electronic
Communications Privacy Act has  the nation this year to pass a law
stalied. The proposal would re-  that requires
quire law enforcement agencies  search warrant_before
to obtain a warrant, based on o Tosapects. wherveboNts

s like creating jot
more pressing than priv
y of his constituents
said the issue of digital

state in U

Many states have already re-
sponded 10 those opinions. In the
last couple of vears, about 10 LU beginning to bubble
e e e iy Pecially because of the re

"R ioknow’ 1+ s exaple

broad range of disclosures. We

N.S.A. Copying Data From

First Business Page

gpanies verseas daa ks But
emphasized that it was focused
= -n.mm ! Ioellgence calle
n — not domestic — and
..uqms back against the no
collecting abroad to
et around- gl itsimposed
by domesti survellianc
e s o o
collects “vast quantities™ of
Americany’data uling that meth-

* Companies like Google that 0p-
erate Internet services

ing email, online document and
photo storage and search queries
o send buge smounts of data
through iberoptc lnes betw

sensitive cameras and biometric
authentication, and companie
believed U flow

ers was secure. Bul Google
Said st month that it began the
process of encrypting this inter
nal traffic before reports of NS.A
spying leaked during the sum-
mer, and accelerated the effort
since then. Google security exec:

Charlie Savage reported from
Washington, and Claire Cain Mill
er and Nicole Periroth from San
Francisco. James Glanz contrib.

g from New York,
off from San Fran

utives were suspicious that out-
side parties, like governments,
coukd up into the cables, but did
not ard evidence that the
Spying was cccurring, according
to three people briefed on Goo
gle's security efforts who spoke
‘on condition of anonymity
N.S.A. could physically in
stall a device that clips on the ca
bie and listens to electric signals,
or insert a splitter in the cable
through which data would travel,
cown, an ex-

cable’s switch or

Sowlog ihrough tha cables.
Level 3 is a company
vides these cables for lmque ac
cording 1o a person briefed on

In a statement, Level 3 said:
“We comply with the laws in each
In

nforcement or
sec jons _ prohibit
disclosure of the assistance pro-
vided”

In July, the company denied a
German televisi
had_cooperated
intelligence agencies to
German citizens using its net-

fork Times re-
porid in September.that for at
least three years, GCHQ ‘had

‘mploytrs from demanding Locincy dpmsmsriphacii
acces o their employees”socit [eral government

S e out “They're becomin
Callorna set the stage on dig ly wary that their lives &
they belleved that exsing lows tal pevacy 10 vears ago wih 3 1o be oo longer their 0w
were inadequate (o protect their law that required organizations, Mr. Pezokd, who
| privacy onlon e r maor. whethe gublic o privaie, o - duce o broad um\umlﬂ
ity reported making great efforts  form consumers if their personal  bill in the next legisla

o Moy cakine  data b bresched o sl W have g 1o proset ]

cording to a survey conduct
ed in July by the Pew Internet
Center, most Americans saki

read through emails
Several legislators said they

in their best interest.”
inikov, a first-ime legisiator in
Montana. Mr. Zoinikov, a Repub:

Google and Yahoo Abroad, Leaked Documents Sho

FISA Amendments Act of 2008 Google
uments _ obtained
Suard

project  code-named _ Incenser.

e documents suggest that both

programs are to a large extent

Griven by NSA. inteligence

needs and are highly prized by
the Americi

In November 2010, the Briish

i ~Muscuiar, Incenser

‘ has significantly enhanced the

amount of benefit that the NSA.
derive from our special source
comes” Those proecis i
some cases provide data that are
il o oy e
ource, one document s,
“highlighting lM w sqne contri-
ehich the two agencies NS roviing insgiis oty ference. He iy
' Tt o orman et s ey 1 i ccod
they wanted to keep. story as “factually
"l o an e e B
a January doct um«m as tood
ying that the NSAS hesd

Edward Snowden, the ex-N.S.A. analyst, leaked documents
showing the United States and Britain were collecting data.

Keith B, Alexander
ed at a cyd

three- tofive-day *buter;” during

been working (o gain access to
traffic in and out of data centers

o 'y Google, Yahoo, Face-
book and Microsoft's Hotmail.
The program, described as hav
ing been developed in close col-  was using ‘about 100,000 “selec
laboration with the NSA., was tors" as its search term filters —
said to have achieved - more then twice as many, H sakde

It also reported that the N.SA.

cess opportunities” into Goo
systems by 2012, according o
GCHQ documents provided by
Mr. Showden. But i was o
what
The Pooe sid et wadee 8y
tem  codenamed  Muscular,
GCHQ was storing data taken in
from the interception in a rolling

Google's e agency has been using

pelingliy = pwmm inside
the United sl.m» In that pro-
gram, the agency collect

activity
fron

roved process sthorized by the

taking in more than 180 million

records a month from the project

It also reported that briefing doc

uments sad collecion from
Goog

roduced im-
portant intelligence leads against
hostile foreign governments.
blished an N.SA.
slide labeled “Current efforts
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By STEVEN LEE MYERS

MOSCOW — On very rare oc-
casions, almost always at night,
Edward J. Snowden leaves his se-
cret, guarded residence here,
somewhere, in Russia. He is al-
ways under close protection. He
spends his days learning the lan-
guage and reading. He recently
finished “Crime and Punish-
ment”

Accompanying him is Sarah
Harrison, a British activist work-
ing with WikiLeaks. With far less
attention, she appears to have
found herself trapped in the same
furtive limbo of temporary asy-
lum that the Russian government
granted Mr. Snowden three
months ago: safe from prosecu-
tion, perhaps, but far from living
freely, or at least openly.

Andrei Soldatov, a journalist
who has written extensively
about the security services, said
that the F.S.B., the domestic suc-
cessor to the Soviet-era intelli-
gence service, clearly controlled
the circumstances of Mr. Snow-
den’s life now, protecting him and
also circumscribing his activities,
even if not directly controlling
him.

“He's actually surrounded by
these people,” said Mr. Soldatov,
who, with Irina Borogan, wrote a
history of the new Russian secu:
Tity services, SEWINO
Continued on Page Al0

or U.S. Surveillance,
ints Bolster Defenses

By CLAIRE CAIN MILLER

— Google
| millions of
1ail, search
nformation
ata centers
's chief ex-
erence this
nent “blew
s not been
y,  Twitter
w types of
t messages

) reports of
:nt has gone
rmet users,
1 companies
ems without
operation.

public rela-

tions predicament for America’s
technology  companies has
evolved into a moral and busi-
ness crisis that threatens the

WASHINGTON — Already un-
der fierce attack from Republi-
cans over the new health care
law, President Obama now faces
broad and mounting Democratic
concerns that the troubled start
of the insurance program will cut
into the political benefit the party
received from the government
shutdown and cost Democratic
candidates in next year's mid-
term elections.

Senate Democratic leaders
summoned the White House
chief of staff, Denis R. McDon-
A

A Vice-Presidential Choice

President Obama’s aides con-
sidered substituting Hillary Rod-
ham Clinton for Joseph R.Biden

Jr. on the ticket in 2012.
By Jonathan Martin, Page AlS.

(Google d

lata center in Hamina, Finland. This summer,

erties Union. “But what they

From Page Al do is design services that
ough, at and other suspected spies. _{ruly Keep the_government out
officiz et even us they take meas. because of their ad-supporte
] e e e vesymen: collec.  business model, and they're not
fron) ! Ve e wiling 10 give up that business

d feir business models rely on col-  model”
perso ling mat same data, largely 1o _Even before June, Google exce
D. Zi¢ | personallaed ads. 50 po mat. _utives worried about infiltratior
) the seps they take, as Jong as  of their networks. The Washing
] e e e ampanics, they _ton Post reported on Wednesday
('t that the NSA. was tapping nto
Vice the links between data centers,
Jean the beating heart of tech compa:
] s ousing s normaton.
Confirmed that their suspicions
senta ‘were not just paranoia.
Mary In response, Dgvid Drum
It mond, Google'schiellegal oficer,
fod e Satement ht went
! ther than any tech company had
reast publicy gone in condemning gov-
emer Ernment spying. “We have long
ment e choice bt 1o obey the re.  been concerned abou the possi:
fests il e
Wl‘;‘lj But as details of the sco said. “We at the
pu et rustration has _ lengihs to which the government
ange o 1o oulfage, and coopera-  seems obave gone:
“F o s turned o v, A tech industry executive who
P, Frhe industry has learned that

risks of being vie
abler of surveillance of foreign-

action of the

is around the surveillance,

ities
said, “Just based on the revel-

tions _yesterday, _it's _outright

ince, are

t their con
ristopher

lyst at the American Civil Lit-

A Look Bdck at Performance Art

Visitors at a video installation at a new exhibition at the Whitney Museum. Review, Page C25.

Lawmakers In Brazil, for in

S week proposed a measure to
n Inter

thet” adding, “These are dis

considering legisla-

makers

ters,
generally encrypt the
data because they believe it
safe and because encryption is
expensive and_time-consuming

nsent is difficult,” sai
Soghoian, a senior

'EYRON SMITH FOR THE NEW YORK T

building many of its own fiber-

they are harder for outsiders o

ap.
Tech _companies’  security

teams often feel as if thes ports sho

playing
with intruders like the govern
Irying to stay one step

ogle, for instance, changes quent

#le, Facebook and ¥

id they are increasing the
length of these keys to make

has less m

the
company data without submit
ting a legal request

A sense of

Angry Over Surveillance, Tech Giants Bolster Defenses

Fcebook, Yahoo, Apple and AOL
reiterated these pomnts in 4 letter
to members of Congress.

But publishing the numbers of
requests the companies receive
8 now that re-
overnment sees

betrayal runs
through the _increasingly fre-

conversations  between
tech company lawyers and law
makers and law

(orcement in

Washington, and in private con
versations among s at
the companies and ly
outspoken public statements by

them mare difficult to crack. exccutives.

‘Facebook also sakd it was add-  Mr. Drummond and Larry
ing the encryption method of so-  Page. Gooy jounderand
called perfect forward secrecy, chiel executive, have said pri

ernment

sages and tralfic

A lot of the things everybody
knew they should do but just
weren'tgetting around 1o are
now a much higher priority.” said
Paul Kocher, president and chiel

scientist of Cryptography R
search, which makes  security
technologies.

Facebook said in July that it
had turned on secure browsing

by default, and Yahoo said last cussed surveillan
month that it would do the same
for Yahoo Mail early next year. ~September.

i

And Twiter is developing a v
ety of new security measures, in-
i

nessages, according 10 a person
briefed on the measures

Many tech companies have
made public information about

and of the court-oruerc
dates. In granting the
circuit went beyond what
had requested and unex;
ordered that the stop-¢
Jawsuit, known as the Fic
be randomly reassigned.
The new judge, Johr
was instructed o put off
ceedings and_otherwis
further action” from th
The appeals court has
taken up whether Judgc
dlin's decision reached
rect constitutional concl
Continued on Page

s

foundation of their
which rests on consumers and
companies _trusting them with
their digital lives.

So they are pushing back in
various ways — from cosmetic
tactics like publishing the num-
bers of government requests
they receive to political ones in-
cluding tense conversations with
officials behind closed doors. And
companies are building technical
fortresses intended to make the
private information in which they
trade inaccessible to the govern-

Continued on Page A3

In Ala

By CAMPBELL ROBERTSON
and ERIC LIPTON

MOBILE, Ala. — With only
days to go before a special Re-
publican primAry runoff for Con-
gress here in Jouth Alabama, the
national busirfess lobby is going
allin.

In the firs{ test of its post-

government-shutdown_effort to
derail Tea Party candidates, the
US. Chamber of Commerce put
on a rally on Tuesday in the ware-
house of an aluminum plant to

show its support

Byrne, a lawyer and former Re-
publican officeholder.

Companies as diverse as Cater-
pillar and AT&T have also sent in

alast-minute flurry

The goal, backers of Mr. By:

business one.

for Bradley

nent’s establishment, big-mo

of donations.

said, is to elect not just a Repub-
lican, but the right kind of pro-

Dean Young, the Tea Party-
backed businessman who is run-
ning against Mr. Byrne, seems
only to be reveling in his oppo-

support, repeatedly praising Sen-
ator Ted Cruz of Texas for leading

bama Race, a Test of Business Efforts to Derail Tea F

rne the way to the governm
down and saying that if
will be in the face of “t
Republican establishme

“I've got an army '
that care about this nat
Mr. Young, a tall, bra
with a shaved head an

ney gelivery, after a de

Continued on Page
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Texas Abortion Limits Revived
Only three days after a federal judge
blocked a new Texas law that threat-
ened to shut down many of the state’s
abortion clinics, an appeals court re-
versed the decision, saying the rule
should take effect while the case goes
forward. Women's health advocates

Putting Land Dispute to a Vote

New York State voters are being asked

sl criticized the decision; the state saw it NEW YORKA23:28
r Dusty Relic as vindication. PAGEAM4

ates Embassy in 5

ower tosome Irani- |2 Obama Nominees Blocked

relic. ~ PAGEAI3 | Senate Republicans thwarted the confir-
‘mation of two of President Obama’s
U.S. for Talks nominees, one to a powerful appeals
amal al-Maliki court and another to a home-lending
ry aid. PAGE A4 oversight post. PAGE A20 est preserve lands.
! v s

{0 address a century-old skirmish over
the ownership of property around
Raquette Lake, above, in the Adiron-
dacks. Proposal 4 would allow the Legis-
Jature to settle title disputes and add for-

PAGEAZ3

BUSINESS DAY B1-12
F.A.A. Easing Electronics Ban

‘The Federal Aviation Administration
says airline passengers will be able to
use electronic devices tolisten to music,
read and play games in all phases of a
flight, although the ban on calls and data
will remain in place. PAGE B
Toy Recall Leads to Legal Fight
Business and legal groups are challeng-
ing federal regulators who are seeking
to hold the former chief of a dissolved
company personally responsible for a
recall of Buckyballs. PAGEBI

EDITORIAL, OP-ED A30-31

Paul Krugman
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On the Road to Rehabi
six ex-addicts from Italy are
the New York City Marathon
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OPINION

S ———
Dur view Another view

pying on allied leaders We're reviewing
arries a big downside our capabilities

OBAMA’S Y2K MOMENT Idle Millennials need

he Ip on o oll(-g and jobs

O e——

10/25 NEWSH

Spying on allied leaders carries a big
downside
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- Y America has enough enemies in this
~— 1 world without creating new ones.
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WASHINGTON/WORLD
Rogers, NSA deny snoopmg clalms

=it

Fix insurance
website or
resign, Issa :
tells Sebelius -

‘ST. JUDE'
STORM

| THREATENS
' BRITAIN

Waiting on HealthCare.gov?
What you can do in meantlme

10/28 %’“
WASHINGTON m

Rogers, NSA deny snooping claims;
GOP lawmaker: French eavesdropping
reports are '100% wrong*
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Rogers, of Michigan, called criticism of the

==aw{ U.S. intelligence operations from European

leaders “disingenuous (= IEE -fEELY) ."
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other mea culpa as official
estifies over health website
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Should Congress yield control of the debt limit?

10/30
WASHINGTON

£ USA

TODAY

President weighs how to monitor U.S.

allies

KifsaIXES

ZTW%

NA:

X

CEBRIDAERES

A NTBHEITXMELIZEDLNTLNVS
ARAD ITIVR TSV A0 K
EIxLiiEXZFH LT



THURSDAY
FANTASY FOOTBALL
-

_— oo
:55‘ “ mg.l My, how tastes changed | “,.; &

: 20 ywcrs of cor Best-Sading Bocka it refhects mocing habtita, +3D "‘_

e * 10/31
= SOX BRING IT HOME 4o

atiings,  TOP NEWS

Wdeud
=== Spying uproar could spark changes
not seen since 1970s

- ANAEREANI970FELIENLEE AT

Sp&mg uproar could spark et :f:.l': %i - a
. jchanges not seen since 1970s ko i a4

s wetens v NSA — Po wd ree otal mumber of
~erim Rowws i higher
- h on whol we

r ]| =
R




R Y TDIRE

o [Frankfurt Allgemeine Zeitung 1Z A&

e TR :10/24~11/1

e EH - EHEREHNSIHET.SH15LIEDEEE
s ERE . SHDLAEELLTKRKANLGFEIE
HIZEYiTHNT-

o A HEMM VLG5 T, B EHEDI B
LNTULVAIKR




Y GEEDOES)

e 10/24 2EIE TCHVEREEIZRE T S0k

» 10/25 1M@EIZ #EEE 2, SEIS ##ER(E =

¢ 10/26 2/\—/L,FL)¢#§.<(‘E= 514)

DD R—TIZ2 D DRSS
+10/28,29 1. 2MIZFE&E

- 10/30,31

i

=3

==

IIInI

C
1 mE &PolitiklZ52 ==

n||||




S: vt der Foopendie

10/26

Anfalin ¢

-

-y = N

T » - = = > - e iy
] ~ Pt I JAE Y el L)
LT SV N sl an i ¢

At 0 b e B il by b o = S e L8

ATV T s




KA (NYRTAY

*10/24- - *s1Merkels Handy Méglicherweise abgehort (AL L DIER . BEED ATRETHE)
s27 Gebt uns unser Grundrecht auf Privatsphare zuriick (Feuilleton) ({ ABIAMERL T)
*10/25+ * *s1, Empdrung Giber Amerika in Berlin und Briissel N L) 2 &ET1) 29yt JLIZT, TA)DITH L THR
s2s3(Politik),Du sollst kein Handy haben neben mir.(FAD T CTEREF L WMISIHA LD &K)
Auf der Suche nach dem verlorenen Vorteil((kth N f=FlEZFEL Q)
s13(Wirtschaft) Deutsche Industrie sorgt sich um Sicherheit(F/VEZE, ZRE~DE S
> B8:#Es15 (wirtschaft)Deutsche Industrie sorgt sich um ihre Sicherheit.
s37(Feuilleton) Der Feinds schreibt eine SMS
10/26+ - *s1EU will trotz Abhor-Affare weiter tiber Freihandel verhandeln. (EU. BEREIZEHOTERE S EN)
s1-2 Ziemlich ausgespihte Partner REESNF=/ \—kF—
(Erkennt Obama nicht, wie groR hierzulande der Vertrauensverlust ist? (A /\ T [X{EFEREAR B R D K ESIZKH LD H ?
s2(Politik) Verabschiedung neuer Datenschutzregeln verzogert sich (A ILEEIRZELE V) FHILWVWT —2RELIEREND
s2(Politik), Es regiert der Konjunktiv(}&#t %D X L)
s5(Politik)Am Ende nur eine sehr Mulde Riige fir Obama(E# (ZIFF2 O H)
s14(Wirtschaft)340 Sextillionen Schliissel(340.000.000.000.000.000 7 ##)
+10/28" * *s1Merkel angeblich schon seit Jahren abgehért, AJL4 )L, 3 TIZ10FELL EFRESN TV 1R H
s2(Politik)Der groRte deutsch-amerikanische Stresstest (A /\Y DB E) K D KIFEAL AT X+
Deutschland und Brasilien arbeiten an Resolution zu NSA(K 1Y &ET S5 JUNSARIREAZ R (ZHY #815)
+10/29- - s1,Sondersitzung des Bundestages wegen NSA-Abhoraffare (NSAREEIZ kY 2B EFRE=RAME)
s2,Zeitung Obama stoppte Ausspdhen Merkels im Sommer(#A /3% E([ZALT JLEFERH TL V=)
1030 * * * s1Feinstein Der Prasident hat nichts gewusst( K8 (X EN 54 H>T-),
s1s2politik Obama wusste nicht(Z4/\ T [XEN 5o 7-)
Vom Patriotismus zur Freiheit(B D=6 D EE ).
10/31+ *  Washington wirft Deutschland Spionage gegen Amerika vor.( 7 2 b MR AV DT A)HAND RN 1751 2%t L TREE])
Erst emp:rt, dann bloBgestellt — Pris Madrid und die NAS
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10/24 s27(Feuilleton)
Gebt uns unser Grundrecht auf Privatsphare zurtick
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10/25 s2s3(Politik)
Du sollst kein Handy haben neben mir.

(FAD MBS TEFTZH-LWEI N K)

10/25 s2(Politik)
Verabschiedung neuer Datenschutzregeln verzogert sich.
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10/25 s13(Wirtschaft)
Deutsche Industrie sorgt sich um Sicherheit

(FMYVEE,. RE~NDRET

10/26 s14(Wirtschaft)
340 Sextillionen Schlissel
340.000.000.000.000.000.00000 Ov4%
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10/26 s5(Politik)
Am Ende nur eine sehr Mulde Riige fiir Obama
REZICIFRBONIHE

Beim EU-Gipfel in Brissel herrscht betrachtlicher
Arger Uiber die Abhérung durch die Amerikaner.
Die Europaer wollen aber politische Eskalation
verhindert.

10/28s2(Politik)
Der groRte deutsch-amerikanische Stresstest
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Washington wirft Deutschland
Spionage gegen Amerika vor.
(DDA YD

T AYDANDRINA 1T A3 L THEEEE)

Der groBte deutsch-amerikanische Stresstest

Deutschland und Brasilien arbeiten an Resolution zu NSA "\'f"ﬂ;"d
N-Vallversammsbang soll sich gegen die Spahangritfo des amerkamschen Gebeimdicnsies wehren g

10/28
Der groRte deutsch-amerikanische Stresstest
(Stresstest: AL AT Ak ---BRIT5|E ?)
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% America has enough enemies in this world
without creating new ones.
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T Gl to Obamas are =
‘you bugging my phone? e

GORGEOUS
GEORGE

-1I/ERL (EEFENT) - 1 EICKE<IBEH

- SnowdenEKh St ENziBERZTICWER
<EXZiE

- BREB(CH T D R YBHFORIGZEFBIT
“Merkel upbraided Obama unusually sharply and also
voiced exasperation at the slowness of the
Americans to respond to detailed questions on the

NSA scandals since the Snowden revelations first
appeared in the Guardian in June.”
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Merkel phone hacking row could
stop EU free-trade talks with US

oo reporicd that Beth. iatelk-  den
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(Merkel phone hacking row could stop EU free-trade talks with
us)

c ERIRITAFEBETERVWEWDHR

“This is not a surprise — countries spy on each other”

“It seems that our politicians don’t read the report we send
them.

The agencies know that all country carry out surveillance”

US spied on 35 world leaders

@ Phone calls monitored, memo reveals @ Officials urged to hand numbers to NSA
RV
"
X

i

‘The agents of our defence
are revealed as security’s
own worst enemies, drunk
on their access to secrets,
Jenkins

day. AT
details document tramsact ptiic
suggests that sometimes offers come y L refercingto A
naolictod, with US “cuatomers spo

access to
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“Such Rolodexes may contain contact
information(...) to include direct line, fax,
residence and cellular number”

“...memo reveals that the NSA encourages senior
officials in its “Customer” departments, such as
the White House, state department and Pentagon
to share their Rolodexes”



Cameron backs work of ‘brave spies’
~as he sidesteps Merkel hacking
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fears challenge over
mass spying, leak reveals

® Concern over ‘damaging public debate’ ® Agency lined up sympathetic voices
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Angela Merkel pide a Obama que aclare
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EE.UU. tenia en 2010 un equipo de
espionaje instalado en Madrid
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Bush empieza a espiar a Merkel
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Obama mintié cuando dijo a Merkel gue no sabia que la NSA
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La NSA espio al Vaticano
durante el conclave que
eligio al nuevo Papa
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NSA espio6 al Vaticano durante el conclave que eligié al nuevo
Papa
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